HOW YOUR CELL PHONE CAN MAKE YOU
VULNERABLE TO IDENTITY THEFT
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Your cell phone holds some of your most sensitive personal and business information—passwords, account
numbers, contacts, emails, texts, photos, social media posts, and more. If your phone ends up in the wrong hands,
you’re a prime candidate for phone identity theft and fraud. Crooks who specialize in these crimes can have a
particularly devastating impact on the finances and reputations of the individuals they target—and the wealthy are
particularly vulnerable.
HOW DOES CELL FRAUD HAPPEN?
Whether you like it or not, there’s a pretty good chance your
personal information is already available to criminals online.
With the large number of system breaches over the past few
years, hackers likely have stolen and are selling your sensitive
key information on the dark web: your Social Security number,
date of birth, driver’s license number, address, place and length
of employment, salary, names of family members, and various
other details.

IDENTITY THEFT TAKES ITS TOLL ON
PEOPLE AND THE ECONOMY¹
On average, identity theft finds a new victim
every two seconds. Overall, 33% of adults
living in the U.S. have experienced identity
theft—twice the global average.
In 2018, the instances of mobile phone
account takeovers rose to 679,000; the
previous year’s number was 380,000.

Crooks use your personal history to open all kinds of accounts
In 2019, a total of $16.9 billion was lost due
in your name, including cell-phone accounts. Unlike bank or
to fraud, and 164.7 million sensitive.
credit card accounts, cell-phone accounts are relatively easy to
open because carriers don’t always perform thorough
background checks. Also, it’s not unusual for customers to have more than one account in their name already.
Criminals can take your current cell phone number then transfer it to a fake account in a practice known as
porting. It allows identity thieves to use your phone number to access sensitive information, including bank,
retirement, and cryptocurrency accounts. You probably won’t know it is happening because the verification code
that financial institutions send to the number on the account doesn’t come to you. It goes to the thief’s device,
according to an article in Consumer Reports.2
WHAT’S THE IMPACT OF CELL-PHONE ACCOUNT FRAUD?
With a fraudulent cell phone account in your name, criminals can tap into you your bank accounts, request credit
cards, or sell the number to other criminals. You may not know this has happened until the fake accounts go into
default, your authorized services are disconnected, or you see negative changes in your account.
“You have a new and quickly growing form of crime, the objectives of which go well beyond financial loss,” said
Edward McAndrew, a former federal cybercrime prosecutor to Consumer Reports. “In many ways we’re seeing the

weaponization of digital technology—infrastructure, platforms, devices, and data. And this type of fraud is an
illustration of that.”²
Unlike other types of fraud, this type of theft can become a huge problem for victims. There’s no infrastructure to
resolve these situations and few consumer protections in place from cell-phone companies. This type of fraud can
go on for months because it is hard to detect. Victims may be alerted to the crime when their accounts are drained,
credit card companies seek payment for unpaid bills, or they are notified of an investigation for crimes committed in
their name.²
HOW CAN YOU PROTECT YOUR PHONE AND THE DATA ON IT?
The Federal Trade Commission recommends four things you can do to protect the data on your phone:³
LOCK YOUR PHONE. Set your phone to lock when you’re not using it. Create a PIN or passcode to unlock it. Use at
least a six-digit passcode. You also may be able to unlock your phone with your fingerprint, your retina, or your face.
UPDATE YOUR SOFTWARE. Enable auto updates for your operating system. These updates often include critical
patches and protections against security threats. Make sure your apps also auto-update.
BACK UP YOUR DATA. On a regular basis, back up the data on your phone. If you lose your phone, you’ll still have
access to your personal information.
GET HELP FINDING YOUR LOST PHONE. Mobile operating systems have programs that help you find your phone if you
lose it. They also let you lock or erase all the data on your phone in case you think someone stole it.
Check with your cell-phone carrier for more specific direction on the steps above. As an additional security measure,
you may want to subscribe to an identity monitoring service that will alert you to any suspicious activity on your
accounts so you can know sooner rather than later that your data has been compromised.
WHAT SHOULD YOU DO IF YOUR CELL PHONE HAS BEEN STOLEN OR YOU ARE A VICTIM OF OTHER TYPES OF IDENTITY THEFT
OR FRAUD?
■ Close accounts you suspect have been breached, misused, or opened illegally.
■ Contact the fraud departments for each of your creditors.
■ C
 reate a log of all contacts you make regarding the theft (name, title, phone number, date, and time of
conversation).
■ C
 all the Federal Trade Commission (FTC) Identity Theft Hotline at 1-877-438-4338 or report online at
www.ftc.gov/idtheft.
■ C
 reate an Identity Theft Affidavit, which is a detailed list of the accounts affected by fraud. Print a copy and
keep it in a safe place.
■ C
 ontact the three national credit bureaus (Equifax, Experian, and TransUnion) to place fraud alerts on your
files. Request a free copy of your credit reports.
■ T
 ake your Identity Theft Affidavit to your local police department and file a report. Get the police report
number and a copy of the report; keep this information with your Identity Theft Affidavit.
■ Change all account passwords—each one should be different.
■ D
 epending on the severity of the impact, you may want to change all your bank account numbers. You also
may want to contact the Social Security Administration at 1-800-772-1213 or www.ssa.gov about a new SSN.

Contact Commerce Trust Company today if identity theft or fraud is affecting your personal financial
circumstances. With our team of professionals, you can feel comfortable discussing topics ranging from cash flow
management to having access to your wealth in an emergency.
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